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DevOps/Cloud Engineer

Professional Summary:
professional with a robust Linux background, I specialize in the automation, seamless code building, and efficient release processes, transitioning code across diverse environments, and deploying it onto servers. My extensive expertise spans over 10+ years in the field of Information Technology, and during this time, I have consistently worked to implement DevOps strategies in a wide array of environments, encompassing both Linux and Windows servers. Furthermore, I have demonstrated proficiency in incorporating cloud technologies, specifically with Amazon Web Services and Microsoft Azure, which have been pivotal in optimizing system performance and scalability.
Certification: Microsoft Certified: Azure Administrator Associate
Education: 
University of Central Missouri
                                                                          
 
 Warrensburg, MO 
Computer Science, Masters GPA: 3.5/4.0      






May  2014                                                                                                                                          
Jawaharlal Nehra Technology University, Hyderabad (JNTU) 
    


  Hyderabad, India                                                                                                          
Bachelor of Technology in Computer Science, GPA: 3.20/4.0     




 Jun 2012

Technical Skills:
· Cloud Technologies: Amazon Web Services, Azure.

· AWS Services: EC2, EBS, ELB, S3, VPC, RDS, Route53, AMI, IAM, Lambda, CloudFront, Cloud Trail, SNS, SQS.
· Azure Services: Azure Virtual Machines, Azure Virtual Machine Scale Sets, Azure Storage Services, Azure Networking Services,  Azure Identity and Access Management, Azure  Security and Compliance, Azure Containers and Kubernetes services.
· Containerization: Docker, Kubernetes and Vagrant.

· Configuration Management Tools: Ansible Tower. 

· Continuous Integration Tools: Jenkins, Bamboo.

· Build Tools: Ant and Apache Maven.

· Version Control Tools: Subversion, GIT, GitHub, Bitbucket.

· Scripting Languages: Shell, Batch, Groovy and Power shell.

· Monitoring Tools: Splunk, Nagios, CloudWatch, App Dynamics, Dynatrace.

· Database systems: Dynamo DB, Mango DB, Oracle, MySQL, mark Logic and PostgreSQL.

· Operation Systems: Unix, Linux (Red Hat 6.x, 7.x), Ubuntu/Debian, Centos, Windows (10/8/7/xp/vista).                                                                                                              

Experience:
BlueShield Of California 
Sep 2023- Till date
Role:  Cloud Engineer
Responsibilities:
· Involved in designing and deploying multiple applications utilizing almost all of the Azure stack, including Virtual Machines, Azure DNS, Blob Storage, Azure SQL Database, Cosmos DB, Notification Hubs, Service Bus, and Azure Active Directory. Focused on high-availability, fault tolerance, and auto-scaling using Azure ARM templates and some parts with Azure Blueprints.
· Implemented Azure Policy across multiple subscriptions to enforce compliance with organizational standards and regulatory requirements.

· Optimized and managed Azure subscriptions using Azure Cost Management and Azure Policy.
· Designed and deployed a multi-region Azure Virtual Network architecture with strategically configured subnets to segregate and secure network traffic, enhancing network performance and security.

· Set up and managed NSGs to create a robust security posture, defining rules that effectively blocked unwanted traffic and potential threats, while ensuring seamless connectivity for authorized users and services.
· Created Python scripts to manage and monitor cloud resources, including scaling, backups, and cost optimization, leading to a 30% reduction in cloud expenditure and improved resource utilization.

· Deployed Azure Firewall to protect virtual network resources, using threat intelligence and built-in high-availability features to safeguard against cyber-attacks and network vulnerabilities.

· Integrated Azure Key Vault with various Azure services to manage and rotate secrets, keys, and certificates securely, significantly reducing the risk of data breaches linked to poor credential management.

· Configured and managed Azure Storage accounts with encrypted storage solutions for blob, file, and queue data, which enhanced data security and access speed, supporting high-demand applications.

· Implemented automated backup solutions using Azure Backup services, ensuring data integrity and availability with regular and on-demand backups, which effectively reduced data recovery times in emergency scenarios.

· Utilized Azure Monitor and Azure Log Analytics to gather, analyze, and visualize performance and security logs from all Azure services, enabling proactive management and quick troubleshooting of issues.

· Configured Azure Application Gateway and Azure Front Door for enhanced security and application delivery, improving load balancing, SSL termination, and web application firewall capabilities across global web applications.

· Leveraged Terraform to automate the provisioning and management of Azure cloud infrastructure, including VMs, networks, and storage, ensuring consistent and repeatable setups across development, staging, and production environments. 
· Developed Terraform modules for scalable and secure Azure infrastructure, integrating Azure Key Vault for secrets management and Azure Policy for compliance. This enabled a modular, reusable infrastructure codebase that improved deployment flexibility and compliance with corporate governance standards.

· Applied best practices for zero-trust security models in cloud deployments, strengthening overall system integrity.

BestBuy

August 2021 – July 2023
Role: Cloud Engineer
Responsibilities:
· Designed and executed robust Azure cloud solutions, significantly enhancing system efficiency and scalability.
· Designed and enforced comprehensive identity and access management (IAM) policies in Azure, integrating multi-factor authentication (MFA) and conditional access policies to strengthen security posture and protect sensitive data from unauthorized access.
· Developed expertise in Azure services such as VMs, Azure Storage, and Azure SQL Database, optimizing operational performance.

· Streamlined software delivery by engineering CI/CD pipelines with GitHub Actions, markedly reducing deployment times.
· Configured and maintained Azure DevOps tools including Azure Repos, Azure Boards, and Azure Artifacts to enhance collaborative development and streamline project management processes.

· Implemented and optimized Azure DevOps services, ensuring efficient version control, agile planning, and artifact management to support continuous integration and delivery pipelines
· Advocated for IaC, resulting in scalable and repeatable infrastructure deployments.
· Integrated PowerShell with CI/CD tools such as Jenkins and Azure DevOps to automate build and deployment processes, enhancing the overall development lifecycle.

· Effectively orchestrated complex applications using Azure Kubernetes Service (AKS), enhancing deployment processes.
· Automated infrastructure provisioning and configuration management using Terraform and Ansible, increasing deployment consistency.
· Configured and managed Azure Artifacts to host and share NuGet, npm, and Maven packages, improving collaboration among development teams and ensuring consistent access to project dependencies, which enhanced the efficiency of the build and deployment processes.
· Advanced CI/CD processes with Jenkins, facilitating faster and more reliable software releases.

· Architected modular and reusable infrastructure code using Terraform, which facilitated rapid environment provisioning and versioning control for multiple deployment stages.

· Led a company-wide transition to infrastructure as code (IaC) with Terraform, significantly reducing manual configuration errors and shortening the go-live time for new applications.

· Developed Ansible playbooks for configuration management, ensuring standardized environments and streamlining the deployment process across multiple servers.

· Integrated Splunk monitoring to track system health and performance metrics, enabling proactive identification and resolution of potential issues before they affected end-users.

· Utilized Jira to track and prioritize development tasks and bugs, ensuring clear communication and effective collaboration among project team members.

· Implemented Azure Monitor into solutions for proactive monitoring and timely issue resolution, reducing system downtime.
· Configured monitoring and alerting systems using YAML files, integrating tools like Prometheus and Grafana to automate the setup of dashboards, alerts, and metrics collection.

· Developed YAML-based pipeline definitions for CI/CD tools such as GitLab CI, GitHub Actions, and Azure Pipelines, streamlining build, test, and deployment processes and ensuring consistent delivery.

· Utilized Azure Log Analytics and Application Insights for comprehensive logging and system insights, enabling better analytics frameworks.

· Enhanced system security by implementing Azure's best practice measures, achieving full compliance with industry standards.

· Performed in-depth performance tuning to enhance the responsiveness of critical applications.

· Encouraged collaboration within cross-functional teams, playing a key role in the completion of projects.

· Created detailed documentation for architectures, configurations, and processes, ensuring maintainability and knowledge transfer.
· Designed and implemented reliable backup and recovery protocols for Azure resources, ensuring data integrity.

· Efficiently managed code repositories with Git and Azure Repos, enhancing version control and team collaboration.

· Clearly documented App Volumes configurations, procedures, and troubleshooting steps, enabling efficient issue resolution.

Molina Healthcare, Herndon, VA





                                             
April 2019 – March 2021 
Role: Azure cloud Engineer
Responsibilities:
· Involved in designing and deploying multiple applications utilizing almost all of the Azure stack, including Virtual Machines, Azure DNS, Blob Storage, Azure SQL Database, Cosmos DB, Notification Hubs, Service Bus, and Azure Active Directory. Focused on high-availability, fault tolerance, and auto-scaling using Azure ARM templates and some parts with Azure Blueprints.
· Spearheaded the design and execution of comprehensive CI/CD pipelines, enhancing DevSecOps processes within an Azure environment.

· Demonstrated expertise in Azure services, leading to the deployment of scalable and secure cloud-based applications.

· Managed Azure IAM policies, ensuring rigorous security standards and access controls were met.

· Played a pivotal role in on-premises to Azure cloud migrations, overseeing the planning and implementation phases.

· Cultivated a robust cloud architecture framework, contributing to the resilience and agility of cloud solutions.
· Maintained Jenkins infrastructure, optimizing job configurations and plugins for efficient build processes and minimal downtime.

· Implemented Jenkins shared libraries to standardize CI/CD steps across projects, promoting code reuse and reducing the margin for errors in build scripts.
· Spearheaded the automation of routine system administration tasks with Ansible, yielding more reliable update rollouts and maintenance operations.
· Utilized Ansible to automate and standardize the configuration of server environments, dramatically reducing setup times and eliminating configuration drift across development, staging, and production

· Utilized Jenkins to manage multi-branch pipelines, supporting continuous integration efforts and facilitating a DevOps culture by enabling teams to integrate changes more frequently and reliably.

· Developed and maintained secure network architectures within Azure, utilizing tools such as NSG and Azure Firewall.

· Applied best practices for zero-trust security models in cloud deployments, strengthening overall system integrity.

· Directed cross-functional teams in complex cloud projects, ensuring seamless collaboration between engineering and infrastructure teams.

· Designed disaster recovery strategies in Azure, prioritizing data integrity and system availability.

· Integrated Azure security features, including Managed Identities and Service Principals, into enterprise applications.

· Implemented virtual networks and subnets in Azure, optimizing application performance and security.

· Architected multi-tenant cloud environments, enabling efficient resource utilization and cost savings.

· Enhanced team productivity by prioritizing backlogs for sprints and releases in line with Agile methodologies.

· Leveraged Azure's elastic scalability to meet fluctuating demands, ensuring high availability and performance.

· Provided mentorship as a team lead, fostering a culture of technical excellence and innovation within cloud-focused projects.
· Deep experience with Azure security, including NSG, Firewall, Managed Identity, and Service Principal setups.

CDW   Vernon Hills, IL



                                      
May 2018 – April 2019
Role: Cloud Engineer
Responsibilities:

· Designed and implemented robust CI/CD pipelines using Azure DevOps, reducing deployment time by 40% and improving overall software delivery efficiency.

· Orchestrated the migration of on-premises applications to Azure cloud, leveraging IaaS, PaaS, and SaaS models to optimize performance and reduce operational costs.

· Developed and maintained Infrastructure as Code (IaC) using Azure Resource Manager (ARM) templates and Terraform, ensuring consistent and repeatable deployments across multiple environments.

· Implemented containerization strategies using Docker and Kubernetes (AKS), improving application scalability and portability across development, testing, and production environments.

· Configured and managed Azure Active Directory and Identity and Access Management (IAM) policies, enhancing security posture and ensuring compliance with industry standards.

· Designed and implemented monitoring and alerting solutions using Azure Monitor, Application Insights, and Log Analytics, resulting in a 30% reduction in system downtime.

· Automated routine administrative tasks using PowerShell, Python, and Azure CLI, significantly reducing manual errors and improving operational efficiency.

· Implemented security best practices in Azure, including network security groups, Azure Firewall, and Azure Key Vault, to protect sensitive data and applications.

· Optimized Azure resource utilization and implemented cost management strategies, resulting in a 25% reduction in cloud infrastructure costs.
· Administered daily AWS-based Linux tasks, including user account management, EC2 instance management, EBS volume management, and setting up S3 bucket policies for file sharing and permissions. Documented systems operations and maintained procedural guidelines. • Utilized AWS Service Catalog for managing data center service requests, network configurations for VPC, subnets, IP allocations, and Route 53 for DNS changes. 
· Gathered detailed requirements from project managers and leads for server migrations and transitions into AWS services. 
· Configured and managed EBS volume groups and logical volumes, extending EBS volumes as required for file system expansion.
· Installed and maintained third-party software on EC2 instances using AWS Systems Manager for package management.
· Configured and maintained LAMP stacks on AWS EC2 instances for robust web application hosting.
· Troubleshot AWS server issues related to web applications, EBS disk space, EFS file systems, Route 53 DNS settings, and VPC network connectivity.

Charles Schwab, Austin, TX 






April 2017 – April 2018
AWS cloud Engineer
Responsibilities:

· Served as a Linux Support Administrator, ensuring the smooth operation of EC2 instances and stand-alone servers across production and test environments, managing virtualization with AWS EC2.

· Deployed, configured, and maintained Amazon Linux and RHEL on EC2 instances, providing a robust and scalable cloud-based virtual environment.

· Managed AWS IAM security protocols, creating user accounts with specific permissions aligned with the principle of least privilege.

· Administered daily AWS-based Linux tasks, including user account management, EC2 instance management, EBS volume management, and setting up S3 bucket policies for file sharing and permissions. Documented systems operations and maintained procedural guidelines.

· Utilized AWS Service Catalog for managing data center service requests, network configurations for VPC, subnets, IP allocations, and Route 53 for DNS changes.

· Gathered detailed requirements from project managers and leads for server migrations and transitions into AWS services.

· Configured and managed EBS volume groups and logical volumes, extending EBS volumes as required for file system expansion.

· Installed and maintained third-party software on EC2 instances using AWS Systems Manager for package management.

· Configured and maintained LAMP stacks on AWS EC2 instances for robust web application hosting.

· Troubleshot AWS server issues related to web applications, EBS disk space, EFS file systems, Route 53 DNS settings, and VPC network connectivity.

· Managed software packages and updates across EC2 instances, leveraging AWS Systems Manager for patch automation.

· Conducted network performance troubleshooting within AWS VPC environments.

· Monitored AWS resources, CloudWatch logs, disk usage, and managed snapshots and AMI backups, ensuring compliance with documentation practices and system integration.

· Performed regular AWS server maintenance, optimized performance, and provided support for application issues, utilizing CloudWatch for performance monitoring and leveraging AWS support for issue resolution.

· Automated the creation and deployment of RHEL EC2 instances and AMIs, streamlining development and testing workflows.
UHG, Green Bay, WI 







 Feb 2014 – March 2017

Role:  DevOps / Cloud Engineer.

Responsibilities:

· Implemented AWS solutions and set up cloud infrastructure with various services such as EC2, EMR, Glue, S3, VPC, ELB, AMI, EBS, RDS, DynamoDB, Lambda, Auto Scaling, Route 53, subnets, NACLs, CloudFront, CloudFormation, CloudWatch, CloudTrail, SQS, and SNS.

· Implemented roles and groups for users and resources using Identity Access Management (IAM) and managed network security using Security Groups and IAM.

· Worked with the IAM service, creating new IAM users and groups, defining roles and policies, and configuring identity providers.

· Automated and implemented CloudFormation Stacks (using JSON scripts) to create and manage AWS resources, including VPCs, subnets, gateways, Auto Scaling, Elastic Load Balancers (ELB), and database instances across different Availability Zones.

· Created an AWS RDS Aurora DB cluster and connected it to an on-premises database through AWS Database Migration Service (DMS).

· Developed Ansible Playbooks to manage configurations of AWS nodes, tested Playbooks on AWS instances using Python, and ran Ansible scripts to provision development and production servers.

· Implemented Infrastructure as a Service (IaaS) automation across the AWS Public Cloud using CloudFormation and Terraform. Also, implemented CloudFormation Enterprise to provision infrastructure across AWS workloads.

· Utilized Amazon Kinesis to stream, analyze, and process real-time logs from application servers and Amazon Kinesis Firehose to store the processed log files in Amazon S3 buckets.

· Managed various infrastructure resources, including physical machines, virtual machines (VMs), and Docker containers using CloudFormation. This approach supported different cloud service providers, including AWS.

· Configured Continuous Integration (CI) and Continuous Delivery (CD) using CodePipeline and CodeDeploy for automation in AWS.[image: image3.png]




